GAMBIT

Application Security Expert (DevSecOps)
(employee or freelance)

Do you believe finance can be something more meaningful than just a bunch of
greedy wolves fooling around with others’ money until a crisis happens?

Would you like to build a world where everyone can access a user-friendly tool to
grow their money fairly and according to their needs?

Do you have what it takes for that?

Great, because we are currently recruiting an g7 Application Security Expert
(DevSecOps)

Gambit is currently at a turning point in its technological development, and is
investing in its product, both from a technical and a functional point of view.

In our ambition to become a market leader in investment advisory technology, by
delivering a “software as a service” for financial institutions in the cloud.

Application security experts perform various functions including enabling secure
software development. They act as subject matter experts for security solutions within
the organization's platform. They must be passionate about security and staying
ahead of all possible threats to the system. They will work in a cross-divisional role to
ensure our software security requirements are up to date and aligned to Group's
standards. They will become thoroughly familiar with our software architecture,
helping to direct its development. Good communication skills are critical to efficiently
coordinate with our teams and build secure end products. They will be a member of a
growing community of application security experts, take part in workshops and
conducts continuous trainings for emerging security risks in the field of software
development.

Working as an Application Security Expert (DevSecOps)
In our products developments

e Write an (SDLC software development lifecycle) policy which include SCA,
SAST, DAST, pentest.
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e Push the SDLC on all the Gambit product & monitor the applications of
rules & respect of security gates.

e Supports in SCA, SAST, DAST Management & controls and prioritizes
finding remediation.

o Assists developers in Security Defect Fixing.

e Prioritization and follow-up of penetration testing remediation.

o Contributes for Secure Software Design / Security Architecture together
with Solution Architects and Technical Architecture.

o Contributes to Security Requirements Implementation and Enforcement.

In our global IT security

e Responsible in the new software acquisition security process (risk analysis
& enforcement requirement).

« Monitoring the software product obsolescence, the shadow IT software,
whitelist of IT software.

o Help the IT security team in the different topics they have (incident
management, crisis management, security awareness, ...) in the roadmap
2023.

What we expect of you

e "Aniron hand/fist in a velvet glove” (ie. gentle but forceful and
determined).

« High diplomat skills.

e High team spirit.

e Technical skill.

o Kknowledge of Fortify or similar for the SAST, SCA, DAST.

e Experience in object-oriented software development.

What makes you stand out
o Experience in C# software development.
What you can expect of us

« Working in an inspiring Fintech spirit: A dedicated team awaits you to
join them in challenging the established rules and creating a new financial
environment that would be simpler and more transparent for everybody.

« Fast personal developments: As a Fintech, everybody on board has a
crucial role to play and will be quickly granted with responsibilities. This is
a great opportunity for you to challenge your skills and talents without
having to wait several years to get to a position with decisional power.
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« Collaboration with young and dynamic talents: Who better than
millennials could build solutions for millennials (or rather anyone with the
same progressive mindset)? That's why we have chosen to trust young
talents who are craving for innovation, to build products they would like
to use.

o A people-oriented culture: At Gambit, we will not ask you to wear a tie
nor grey suit. If you want to listen to music, it's fine! We will just ask you
to be passionate about your job, and to love sharing your expertise. In
addition, when things get a bit heated, enjoy our Fridays’ Happy Hours
with a foosball and great (Belgian!) beers.

Work location
HQ: 36 Rue de Mulhouse, 4020 Liege
Offices in Brussels, Luxembourg and Paris.

Gambit has a half time (or less) work-from-home policy.
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